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VARIABLECONSTANT PGP Security Instructions for Windows
Date: 5/27/2018
Version 1.1

PGP Installation/Configuration Steps:

1. PGP 4 Windows Download Link:
https://www.gpgdwin.org/get-gpgdwin.html
Selecting $0 will allow one to download it, otherwise you can provide a donation.

= C | & Secure | https://www.gpgdwin.org/get-gpg4win.html

Home » Download

Download Gpggwin 3.1.1 (2018-05-03)

You can also use this installer to update an older version. Keys and configration will be kept.

Please donate for Gpg4win to suppeort maintenance and development!
Pay what you want! — Thank you!

Donate with . Pame'

® PayPal

Bitcoin n
Bank transfer m

) Add me to the list of sponsors (from 20.- EUR/USD up)

I am using Gpg4win because ...
¥, Donate & Download

OpenPGP signatures and source code package »

2. Install the Downloaded App (Select GnuPG, Kleopatra, GpgOL, GpgEx)

- il
£ Gpg4dwin Setup El_lg

ﬂ Choose Components
Choose which features of Gpg4win you want to install.
Gpg4 FSSasa

Check the components you want to install and uncheck the components you don't want to
install. Click Mext to continue.

Select components to install: DES_C_"'F'UOFI
Fosition your mouse
Klecpatra over a component bo
[ era zee iks description.
GpgOL
GPgEX

Space required: 98.2MB

Gpgdwin-S.1.1

[ < Back ][ Mext = ] [ Cancel ]
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3. Once Installed, Open Kleopatra

F ™
™ Kleopatra (=] B (e
File View Certificates Tools Settings Window Help
o £a &= = & Q Vg
SignfEncrypt... DecryptfVerify...  Import... Ewport... Certify... Lookupon Server... Notepad
Search,.. <Alt+Q = [AII Certificates -
Name E-Mail User-ID
:John Martellaro jehn@variableconstant.com certified
F [T 3
]

4. Click Settings -> Configure Kleopatra

M Kleopatra 4 L= | 0 ——c—)
File View Certificstes Tools [ Settings | Window Help
g e Perform Self-Test y
Sign/Encrypt... Decrypt/Verify... v Show Toolbar Notepad
Search... <Alt+Q= <= Configure Shorteuts... ] [AJJ Certificates -
NE‘-I'T'IE [E Configure Toolbars... User-IDs
{John Martellaro E  Configure Kleopatra... Ctrl+Shift+, certified 5/1
< 1 3

5. Click Crypto Operations
Check the box for Create OpenPGP Encrpyted files with “.pgp” file extensions instead of “.gpg”
Click Ok
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-
™ Configure - Kleopatra

|9 Reset | [ D Defous |

ah—;l- Configuration of Crypto Operations
Directory Services EMail Operations
‘ [7] Don't confirm signing certificate if there is only one valid certificate for the identity
Appearance [ Don't confirm encryption certificates if there is exactly one valid certificate for each recipient
ﬂ File Operations
e Create OpenPGP encrypted files with ".pgp” file extensions instead of ".gpa”
Automatically start operation based on input detection for decryptjverify.
6 [7] Create signed or encrypted files as text files.
S/MIME Validation [ Create temporary decrypted fles in the folder of the encrypted file,
ﬂ Chedksum program to use when creating checksum files: ’shalsum - ]
GnuPG System Archive command to use when archiving files: ’TAR (PGP &-compatible) - ]
General Operations
Activate GnuPG Profile: E Apply

[ v OK H@Cancel” JADD‘?H

H Help ]

Click File -> New Key Pair

-
™M Kleopatra

View Certificates Tools Settings Window Help
E= New Key Pair... Ctrl+M = = O\ f
Bl | Lo en S Ctrl+Shift+1 port...  Certify... Lookup on Server... Motepad
E= Import... Ctrl+I ————
All Certificates -

% Export... Ctrl+E E-Mail User-IDs
5 Export Secret Keys... john@variablect com certified 5/1
= Print Secret Key...

Publish on Server... Ctrl+Shift+E
%  Decrypt/Verify...
[i Sign/Encrypt...

Sign/Encrypt Folder...

Create Checksum Files...

Verify Checksum Files...

Close Ctrl+W
B Quit Ctrl+Q

Select Create a personal OpenPGP key pair
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™ Kleopatra | = B X
File View Certificates Tools Settings  Window Help
[.1 4 =l =l =l ] A 3
Ha r
Sign/Encrypt... R m
A Key Pair Creation Wizard
Search... <A - - )
1| Choose Format U=l
John M ified
Please choose which type you want to create.
< Create a personal OpenPGP key pair
OpenPGP key pairs are certified by confirming the fingerprint of the public key.
= Create a personal X.509 key pair and certification request
X.509 key pairs are certified by a certification authority (CA). The generated
request needs to be sent to a CA to finalize creation.
Next | [ Cancel
4 B
b -
Fill in the Name Field, and Email Field your information, and Click Next
M Kleopatra | = | = 2 |
File  View Certificates  Tools  Settings  Window  Help
[l i E=l [@=l =l -] 2
sa s
S Enarypt. —— L2 o
3 @ Key Pair Creation Wizard
Search... <A - -
| Enter Details eegD
John M ified
Please enter your personal details below. If you want more control over the parameters, dick on
the Advanced Settings button.
Mame: First Name Last Name (optional)
EMail:  email@address.com| (optional)
First Name Last Name <email @address.com>
Advanced Settings. ..
[ next |[ cancel |
< 3
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9. Click Create

| M Kleopatra | = = & )

File  View Certificates Tools Settings Window Help

o _— =l = o —

Za e
Sign/Encrypt... — - M

- 1 @ Key Pair Creation Wizard
Search... <Al - v

Review Parameters User-ID:
John M ified
Please review the parameters before proceeding.

MName: First Mame Last Name
Email Address: email @address.com

[T show all details

l Create ]’ Cancel

8

10. Create a Secure Password, Click Ok
Make it different than anything you have ever used before. You will use this frequently.
A good way to make new passwords is to make a sentence.
(e.g.) I like to play tennis with my friends at 2PM on Sundays - llitptwmfa2PMoS

|-\

™ Kleopatra | = | & z |
File View Certificates Tools Settings Window Help
L] J &=l Ir=| &= L] 2 5 =
Sign/Encrypt. .. - 1
————4 — r -
| ) KeyPairCrea § pinentry-gt == —
Search. .. <Al e M
. Please enter the passphrase to User-ID
Joha M c reatmg Ke - protect your new key |[1iﬁed
n e —
The process of Passphrase: ssssessssssss T may require
several minutes. ‘ ‘ -
Repeat: LTTTITYTY

Quity:

| dext | [ Cancel
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11. Just Click Finish (Do NOT Upload Public Key To Directory Service)

'r\_/' Key Pair Creation Wizard

Key Pair Successfully Created

‘four new key pair was created successfully. Please find details on the result and some

suggested next steps below,

Result

Key pair created successfully.
Fingerprint: C3077815F 38 260CCE2DE 1IECEF42BDF423836E5A8

Mext Steps
Make a Backup OFf Your Key Pair... ]
Send Public Key By EMail... ]
Upload Public Key To Directory Service... |

[ Finish ] [ Cancel ]

[ d
12. Select the new entry, and then click File->Export
™ Kleopatra E@u
View Certificates Tools  Settings  Window  Help
[ New Key Pair... Ctrl+N = 5 O\ y
Q Lookup on Server... Ctrl+Shift+1 poi- Gy lshpapEies
= Import... Ctrl+1 ’AJIC e
ertificates N
5 Export.. Ctrl+E E-Mail User-ID:
[ Export Secret Keys... john@variableconstant.com certified
= Print Secret Key...
#%  Publish on Server... Ctrl+Shift+E
i Decrypt/Verify...
[i Sign/Encrypt..
Sign/Encrypt Folder...
Create Checksum Files...
Verify Checksum Files...
Close Ctrl+W
B Quit Ctrl+Q
< 11 3
L -
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13. Save the public key. This is what you will share with others. My folder structure is PGP KEYS->Public
Keys -> email associated with key (e.g. john@variableconstant.com) -> Public Key.

Mm Kleopatra | = B Py
M Export Certificates u
QQ | .. = PUBLIC KEYS » john@variableconstant.com v | +y || Search john@variableconstan... pl

Organize - New folder R 4 (7]
e Name . Date modified Type
B Desktop £ SFEE4AE981FFE24AAG1C2E9FDTADFTLISAD...  5/27/2018 11:36 AM OpenPGP Binary F...
4 Downloads
& OneDrive L

5| Recent Places
@) Creative Cloud Fi

) Libraries
@ Documents
J‘F Music
| Pictures
¥ videos AN n »

File name: SFEE4AESE1FFE24A461 C2EOFD74DFT158DBE3TFE.pp -

Save as type: | OpenPGP Certificates (*.asc *.gpg *.pgp) v]

S| * Hide Folders Save J[ Cancel ]
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Import PGP Keys

e Option 1: If the application is installed, you can either double click the public key someone shared,
and Kleopatra will automatically add it.
e Option 2: Click Import from the Kleopatra Menu

™ Kleopatra =ycy x|
File View Certificates Tools Settings Window Help
P—
G # |mle 8 a @2
Sign/Encrypt...  DecryptVerify... J Import...J] Export... Certify... LookuponServer...  Motepad
Search... <Alt4+Q= All Certificates -
@ Al Certificates | Imported Certificates @
Name E-Mail User-ID
:John Martellaro john@variableconstant.com certified
i 1] 3
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Encryption Example:

e From Kleopatra -> Click Notepad

" Kleopatra

G |

File View Cerificates Tools Settings Window Help

kd i = BB Q &
Sign/Encrypt... Decrypt/Verify... = Import.. Export.. Certify... LookuponServer... N Notepad

[L—n' Sign / Encrypt Nohepad] [ﬁ Decrypt / Verify Nohepad]

& Notepad £+ Redpients

This is a secret test message.

e C(Click the Notepad Tab, and write the text you want encrypted
e Click the Recipients Tab and Fill Out the Information

Sign as: Check and put in your signing key

Encrypt for me: Check and put in your signing key

O O O O

Encrypt for others: Put in all the emails of imported keys you want to share with
Do NOT Encrypt with Password (It’s counter intuitive, it removes the need for PGP

Keys, and is a way if you want to share a file with PGP key or to enter a password)

-
™ Kleopatra

-~

Cg )

File View Certificates Tools Settings Window Help

SignfEncrypt... DecryptMerify... Import.. Export.. Certify... Lookup on Server... MNotepad

[ [ sign { Encrypt Nobepad] [ [% Decrypt [ Verify Nobepad]

& Notepad A Recdipients

Prove authenticity (sign)

Sign as: [OJohn Martellaro <john@variableconstant.com> (certified, created: 5/17/2018) hd ]
Encrypt
Encrypt for me: [Ojnhn Martellaro <john@wvariableconstant.com > (certified, created: 5/17/2018) 7 ]

Encrypt for others: 7 Flease enter a name or email address. ..

[] Encrypt with password. Anyone you share the password with can read the data.
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e C(Click Sign / Encrypt Notepad -> Enter the password with the key account you created

9 Kleopatra T —_— - P e e .

File View Certificates Tools Settings  Window Help

kd fa E B B Q
SignfEncrypt... DecryptMVerify...  Import.. Export.. Certify... Lookupon Server..,

| (3 Sian /Encrypt Notepad| | . Decrypt / Verify Notepad|
. ' h
son [Enayt.. | 0 pinentrygt = % | |
b

Please enter the passphrase to unlock the OpenPGP searet key:

Prove authenticity (sign) . "John Martellaro <john@variableconstant,com>"
2043-bit RSA key, ID D74DF7159DBB37FE,

Sign as! ‘ ‘ reated 2018-05-17. ) v

Encrypt Passphrase: ssssssseesses -

V] Encrypt for me: ’ oK ” Cancel ] ﬁ

Encrypt for others: | |

7 Please enter a name or email address...

Encrypt with password, Anyone you share the password with can read the data.

e C(Click Notepad Tab Again — Your Message has been Encrypted. Copy all of the text, and it can be
shared via email.

™ Kleopatra EIM

File View Certificates Tools Settings Window Help

Sign/Encrypt... DecryptMVerify...  Import... Export... Certify... LookuponServer... | No

[L—'n Sim!EruyptNobepad] [ﬁ Deaypt;"lﬂ'ifvﬂotepad] [ ) Revert ]

& Notepad | Fh Redpients
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Decryption Example:

e Copy a PGP Message into the Notepad Window
‘™ Kleopatra b= B

File View Certificates Tools Settings Window Help

kd ra &= &= ES Q &
Sign/Encrypt... DecryptMVerify...  Import... Export... Certify... LookuponServer... | No d

[L_‘nSig:;E-:ayptNonepad] [ﬁ Deaypt;'Vaivaotmad] [ 4 Revert ]

& Notepad | & Recipients

e Click Decrypt / Verify Notepad — If successful, it will decrypt the message
rﬂ Kleopatra . E@M

- - - -y

File View Certificates Tools Settings Window Help

kd i 2 Q &

Sign/Encrypt... Decrypt/Verify... = Import... Export.. Certify... LookuponServer... |[MNo

[L—n‘Sig:;E-nyptNonepad] [ﬁneaypt;vmﬁfmtmad] [ © Revert ]

Notepad — Notepad:

[l Valid signature by john@variableconstant.com

I Signature created on Sunday, May 27, 2018 12:16:12PM
With certificate:

i SFEE 4AFS 81FF E24A 451C 2FSF D74D F715 SDBB 37FE

The signature is valid and the certificate’s validity is ultimately trusted.

& Notepad | S Recpients

This is & secret test message.
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Encryption / Decryption of Files

Open a File Folder, and select the file you want to encrypt
Right Click the file -> More GpgEX options -> Sign and encrypt

=[5 g fbcer
— — e Em
@Uv| /v PGP Example v|“’|| Search PC p| a
. Open
Organize « | Open = Share with » Print Print + [ @
 Favorites hame Edit
B Desktop | | Encryption Example.bd ﬁ Convert to Adobe PDE 0 KB‘
Downloads
: R E Combine files in Acrobat...
| Recent Places [&  Edit with Notepad++
@ Creative Cloud Files '
Sign and encrypt
i S More GpgEX options 3 Decrypt
w4 Libraries .
. Verify
& Documents Open with L n dverity
. ecrypt and verr
J’ e Share with 2 Enare
g s v Norton Security 3 S
Videos .
g Add to archive... Sign and encrypt
8 Computer g Add to "Encryption Example.rar” Import keys
E_‘:’ 05(C:) g Compress and email... Create checksums
g Compress to "Encryption Example.rar” and email Verify checksums
Restore previous versions
G._ Network Help on GpgEX
Send to 3 About GpgEX
Cut
Copy

Encryption Example.txt Date modified:

Text Document Sizex

5/27/201
0 bytes

Enter Signing / Encryption Detail

S

Create shortcut
Delete

Rename

-
™ Sign/Encrypt Files - Kleopatra

B S=)

Sign f Encrypt Files
Prove authenticity (sign)

Sign as:

[_Qlohn Martellaro <john@wvariableconstant.com = (certified, create ~ ]

Encrypt

Encrypt for me:

[Ojohn Martellaro <john@wariableconstant.com > (certified, create ]

Encrypt for others:

Output

[T] Encrypt § Sign each file separately.

1
i

? FPlease enter a name or email address. ..

[] Encrypt with password. Anyone you share the password with can read the data.

C:/Usersfadmin/Deskitop/PGF Example/Encryption Example. txt.pgp

[sign / Encrypt] |

Cancel ]
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e Encrypted File Can Now Be Shared (Will Have a PGP, or GPG extension depending on

configuration)
= B [
E -
@\/'l . » PGP Example - |&,| ‘ Search PGP Example p o |
Organize + ™ Open ~ Share with Mew folder #= + [ l@l
r Favorites MName Date modified Type Size
2
Bl Desktop | Encryption Exampleted 5/27/2018 11:56 AM  Text Document 0KE
4 Downloads 2 Encryption Example.td.pgp 5/21/201812:22 PM  OpenPGP Binary F... 1KE
& OneDrive

2| Recent Places
@) Creative Cloud Files

4 Libraries
3 Documents
,J“. Music
=] Pictures

e For Decryption, follow the same steps, but select decrypt
It will convert the pgp file back to its txt file.
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